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!! network network tomographytomography
!! modeling, analysis, controlmodeling, analysis, control
!! network information theorynetwork information theory

❏❏ summarysummary



OverviewOverview

❏❏ millions of end hostsmillions of end hosts
❏❏ 100,000s of routers100,000s of routers
❏❏ 10,000 autonomous systems (10,000 autonomous systems (ASesASes))

!! independently administeredindependently administered
!! heterogeneousheterogeneous

❏❏ applications:applications:
!! Web (text, images, audio, video)Web (text, images, audio, video)
!! IP telephonyIP telephony
!! peer2peer peer2peer applappl. (e.g.,. (e.g.,NapsterNapster))
!! ......
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Exponential growth,

continuous, unpredictable change



BackgroundBackground

❏❏ Internet work in progressInternet work in progress
!! no centralized authorityno centralized authority

❏❏ built on IP architecturebuilt on IP architecture
!! flexibility/robustness flexibility/robustness vsvs..

efficiency/optimizationefficiency/optimization
❏❏ IP hourglassIP hourglass

!! common IP protocolcommon IP protocol
!! many protocols, applicationsmany protocols, applications
!! many low-level technologiesmany low-level technologies

IP

TCP UDP

wireless, optical, ...

web telephony video ...



TCPTCP

❏❏ transport protocol over IPtransport protocol over IP
❏❏ carries >90% of data in Internetcarries >90% of data in Internet
❏❏ providesprovides

!! reliable, in-order delivery to applicationreliable, in-order delivery to application
!! congestion control to networkcongestion control to network

–– additive increase, multiplicative decrease (AIMD)additive increase, multiplicative decrease (AIMD)
–– expects no network supportexpects no network support

●● indication of available resourcesindication of available resources
●● congestion notificationcongestion notification
●● slowly changing (explicit congestion notification)slowly changing (explicit congestion notification)



TCPTCP

❏❏ window-based algorithmwindow-based algorithm
!! self-clockingself-clocking

❏❏ packet loss signals congestionpacket loss signals congestion
❏❏ additive increase multiplicative decreaseadditive increase multiplicative decrease

!! halve congestion window at losshalve congestion window at loss
!! increase window by one per RTTincrease window by one per RTT

❏❏ heavy congestion produces exponentiallyheavy congestion produces exponentially
increasing timeoutsincreasing timeouts

❏❏ slow start: double window every RTTslow start: double window every RTT



BGP (Border Gateway Protocol)BGP (Border Gateway Protocol)

❏❏ used to set up routes between used to set up routes between ASesASes
(agreed upon by all)(agreed upon by all)

❏❏ BGP (Border Gateway Protocol)BGP (Border Gateway Protocol)
❏❏ distance vector algorithmdistance vector algorithm
❏❏ ~100,000 entries in table; exponential~100,000 entries in table; exponential

growthgrowth
❏❏ 10+ sec convergence time (and growing)10+ sec convergence time (and growing)



Challenges:Challenges:
understanding  network behaviorunderstanding  network behavior

❏❏ network network tomographytomography
!! internal from end-end observationsinternal from end-end observations
!! end-end from internal end-end from internal observqtionsobservqtions

❏❏ modeling, analysis, controlmodeling, analysis, control



Challenge: network Challenge: network tomographytomography

Goal 1:Goal 1: obtain spatial-temporal picture of a obtain spatial-temporal picture of a
network/internet from end-to-end viewsnetwork/internet from end-to-end views

?
Infrastructure

Av
g.

 D
el

ay

1  2  3

cross section view 1

2

3

LO
SS

 %

1  2  3



Challenge: network Challenge: network tomographytomography

Goal 1:Goal 1: obtain spatial-temporal picture of a obtain spatial-temporal picture of a
network/internet from end-to-end viewsnetwork/internet from end-to-end views

Infrastructure
cross section view

LO
SS

 %

4  5  6

Av
g.

 D
el

ay

4  5  6

4

5

6



Challenge: network Challenge: network tomographytomography

Goal 1:Goal 1: obtain spatial-temporal picture of a obtain spatial-temporal picture of a
network/internet from end-to-end viewsnetwork/internet from end-to-end views
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Example: MINCExample: MINC

Uses end-end observationsUses end-end observations
to peer inside networkto peer inside network

❏❏ multicast probesmulticast probes
❏❏ correlated performancecorrelated performance

observed by receiversobserved by receivers
❏❏ maximum likelihoodmaximum likelihood

estimators forestimators for
!! loss ratesloss rates
!! delay statisticsdelay statistics
!! tree topologytree topology

receivers

source

1
0
1

1
1
0

α1

α2 α3

loss rates

α1, α2, α3
^ ^ ^

MLE



Open ProblemsOpen Problems

❏❏ data massagingdata massaging
!! delay measurements exhibitdelay measurements exhibit

many artifactsmany artifacts
❏❏ scalabilityscalability

!! works for 10 - 50 routers;works for 10 - 50 routers;
1000? different 1000? different ASesASes??

❏❏ layout/composition of viewslayout/composition of views
❏❏ use (partial) informationuse (partial) information

from networkfrom network

source

receivers

AS-level tomography

AS1

AS2

AS3

AS4
AS5



❏❏ most traffic point-pointmost traffic point-point
❏❏ point-to-point behavior differs frompoint-to-point behavior differs from

multicast behaviormulticast behavior

Q: Q: how to infer internal network behavior,how to infer internal network behavior,
structure from point-to-pointstructure from point-to-point
measurements?measurements?

The The RealReal   Internet Internet

❏❏ introduce/exploitintroduce/exploit
correlationcorrelation



Network Network TomographyTomography

Goal II:Goal II: obtain detailed picture of end-end obtain detailed picture of end-end
behavior from internal viewsbehavior from internal views

!! network designnetwork design
!! traffic engineeringtraffic engineering

From internal observations, inferFrom internal observations, infer
!! end-end application-level behaviorend-end application-level behavior
!! traffic flowstraffic flows
!! workload characterizationworkload characterization
!! spatial/temporal correlationspatial/temporal correlation



Network TrafficNetwork Traffic

InvariantsInvariants::
❏❏ 24/7 cycles24/7 cycles
❏❏ log-normal/log-normal/pareto pareto connection sizeconnection size

distributionsdistributions
❏❏ Poisson arrivals for sessionsPoisson arrivals for sessions
❏❏ complex correlation structures atcomplex correlation structures at

fine/coarse time scalesfine/coarse time scales



Traffic FlowsTraffic Flows

❏❏ correlation structurecorrelation structure
!! what and how due to: protocols? workloadswhat and how due to: protocols? workloads
!! how to test/validate hypotheses?how to test/validate hypotheses?

❏❏ spatialspatial correlations correlations??

❏❏ parameter estimation?parameter estimation?
!! at gigabit speedsat gigabit speeds

–– sampling? inferencing?sampling? inferencing?



Traffic AnalysisTraffic Analysis

Many applications have well knownMany applications have well known
protocol/port (in packet header)protocol/port (in packet header)
21 - 21 - ftpftp,,          23 - telnet,          80 - http          23 - telnet,          80 - http

Some dynamically select portsSome dynamically select ports
napsternapster, , gnutellagnutella
some gamessome games
denial of service attackdenial of service attack



Traffic AnalysisTraffic Analysis

❏❏ application signaturesapplication signatures
!! napsternapster,, gnutella gnutella

–– service location/dataservice location/data
transfer pattern?transfer pattern?

!! gamesgames

❏❏ denial of service attackdenial of service attack
signaturessignatures

napster
server

user 1

user 2
trace 

collector



SummarySummary

❏❏ observationsobservations
!! internalinternal
!!end-endend-end

❏❏ viewsviews
!! internalinternal
!!end-endend-end

❏❏ theory needed to make this happentheory needed to make this happen
❏❏ correlation, correlation!correlation, correlation!
❏❏ scalability, scalability!scalability, scalability!
❏❏ robustness, robustness!robustness, robustness!



Challenge: performance evaluationChallenge: performance evaluation

How to deal withHow to deal with
❏❏ protocol complexityprotocol complexity
❏❏ interaction between protocolsinteraction between protocols

!! routing, TCProuting, TCP
!! closed loop, open loopclosed loop, open loop

❏❏ network size, heterogeneitynetwork size, heterogeneity
❏❏ workload characteristicsworkload characteristics

!! mice, elephantsmice, elephants



Example: Fluid ModelExample: Fluid Model

❏❏ fluid traffic model for TCPfluid traffic model for TCP
!! window size W(t); round trip time Rwindow size W(t); round trip time R

W(t)

t

W(t)

t

R



Example:Example:
Stochastic Differential EquationsStochastic Differential Equations

Long duration TCP flow (elephant)Long duration TCP flow (elephant)

Window size: dWi =

Additive
increase

   dt   
Ri (t)

-

      Mult.
     decrease

Wi dNi (t - Ri (t))
2

Wi (t): window size for flow i
Ni (t): counting process (losses)
Ri (t): feedback delay (round trip time)



SDEsSDEs

Window size: dWi =    dt   
Ri (t))

- Wi dNi (t - Ri (t))
2

Queue length: =

Outgoing
traffic

- 1{q (t) > 0}C dtdq

Incoming
traffic

+  Σ
Ri (q (t ))
Wi (t ) dt

C : link capacity



SDEsSDEs

❏❏ how to solve?how to solve?
!! closed form? numericallyclosed form? numerically

❏❏ timeouts?timeouts?
❏❏ large networks large networks ⇒⇒  100,000s of  100,000s of SDEsSDEs

!! solution techniques?solution techniques?
!! solution representation?solution representation?
!! other approaches?other approaches?

❏❏ mice as well as elephants?mice as well as elephants?



… to ODEs… to ODEs

❏❏ what are the what are the ODEsODEs for average quantities? for average quantities?
❏❏ in what sense are they limits of thein what sense are they limits of the SDEs SDEs??
❏❏ convergence rates? error bounds?convergence rates? error bounds?
❏❏ large networks large networks ⇒⇒  100,000s of  100,000s of ODEsODEs

!! how to solve?how to solve?
!! how to represent solution?how to represent solution?
!! other techniques? mean field approaches?other techniques? mean field approaches?

❏❏ mice?mice?
❏❏ Kelly, Kelly, LeBoudecLeBoudec,, Srikant Srikant, ..., ...



… to Fixed Point Problems… to Fixed Point Problems

❏❏ fixed point problem comes fromfixed point problem comes from
!! limits oflimits of ODEs ODEs
!! heuristicsheuristics

❏❏ existence/uniqueness of solutions?existence/uniqueness of solutions?
❏❏ solutions for 100,000s entities?solutions for 100,000s entities?
❏❏ mice?mice?

!! partial results Roberts, partial results Roberts, MassoulieMassoulie, ..., ...



Network Control: congestionNetwork Control: congestion
controlcontrol

❏❏ ODEs ODEs - language of control theory- language of control theory
❏❏ ODEsODEs associated with distributed associated with distributed

optimization problemoptimization problem
!! utility functionsutility functions

–– delay sensitive?delay sensitive?
!! fairness criteriafairness criteria

❏❏ stochasticsstochastics??
❏❏ mice?mice?
❏❏ Kelly, Low, Kelly, Low, MisraMisra, Doyle, ..., Doyle, ...



Challenge: wireless networkChallenge: wireless network
information theoryinformation theory

❏❏ n wireless nodes in area An wireless nodes in area A
❏❏ physical modelphysical model

(signal2noise ratio)(signal2noise ratio)

Q:Q: maximum  maximum thruputthruput
❏❏ per nodeper node
❏❏ per unit areaper unit area
❏❏ scaling with n and Ascaling with n and A

some results for random,some results for random,
stationary case, nstationary case, n→∞→∞  ((GuptaGupta, Kumar), Kumar)



Wireless NetworksWireless Networks

❏❏ non-uniform random?non-uniform random?
!! node placement, obstaclesnode placement, obstacles

❏❏ nn→∞→∞, A, A→∞→∞, n/A constant?, n/A constant?
!! phase transition at some n/A;phase transition at some n/A;

addition of fixed routers?addition of fixed routers?



Wireless NetworksWireless Networks
❏❏ non-uniform random?non-uniform random?

!! node placement, obstaclesnode placement, obstacles

❏❏ nn→∞→∞, A, A→∞→∞, n/A constant?, n/A constant?
!! phase transition at some n/A; addition of fixed routers?phase transition at some n/A; addition of fixed routers?

❏❏ mobile nodes?mobile nodes?
!! store/carry/forwardstore/carry/forward

–– some results for infinite delay some results for infinite delay ((GrossglauserGrossglauser, , TseTse)); delay; delay
constraint?constraint?

–– addition of fixed routers? mobile routers?addition of fixed routers? mobile routers?

❏❏ how to realize bounds?how to realize bounds?
!! routing algorithmrouting algorithm
!! capacity capacity vsvs. delay. delay



Other ChallengesOther Challenges

❏❏ interdomain interdomain routingrouting
❏❏ securitysecurity
❏❏ overlay networksoverlay networks



SummarySummary

❏❏ size, complexity of network posessize, complexity of network poses
significant challengessignificant challenges
!! tomographytomography
!! modeling, analysis and controlmodeling, analysis and control
!! network information theorynetwork information theory

❏❏ provides research opportunities in appliedprovides research opportunities in applied
and theoretical mathematics, statisticsand theoretical mathematics, statistics

❏❏ partnerships between mathematicians andpartnerships between mathematicians and
networkers networkers can be very fruitfulcan be very fruitful


