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Stepping Stone Attack
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Importance of Stepping Stones

Difficult to Trace
Widespread Evasion Tactic
Used by Pros in Hacking business

Episodes
— Major e-commerce sites

— Major mil, .gov sites
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THE PURSUIT AND CAPTURE
OF KEVIN MITNICK,
AMERICA'S MOST WANTED
COMPUTER OUTLAW
Tracking a Spy Through lﬂ ._._._m Ihl E—__ﬁ Q_Q —._.

the Maze of Computer Espionage

GLIfT Stoll with JOHN MARKOFF

(a) Stoll (b) Markoff




IMA Math Opportunities Networks August 7 2001

-~

Goal: Stepping Stone Monitor

Externall
InternetO
Connections

Univ.edu >

Correlationd
Finder
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Literature on Stepping Stone Detection

e Staniford & Heberlein 1995

http://www.silicondefense.com /

e Zhang & Paxson 2000
http://www.aciri.org/vern/papers/stepping-sec00.ps.gz

e ITREX Web Site

http://www.silicondefense.com /
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Staniford & Heberlein 1995

Content-based
Tabulate Character Frequencies in windows
Search similar Character Frequencies

Foiled by SSH & other encoding/encrypting
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Zhang & Paxson 2000

e Activity-based, not content-based
e Watch “on”-"oft” periods — off =4.¢ long latency.

e Search for frequent correlated off periods
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Hiding Correlations

e Above methods suitable for pure “chain of telnet” connections

e UNIX Hackers can do source transformation, modify stream

10
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Hacking Tools

PERL, SED, AWK

Standard tools for transforming text

1/0 REDIRECTION

pipes, filters, T-junctions

Script Tools

— <code>

— <passthru>
— <decode>
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Example of Stream Transformation

Univ.edu
<encode>

on Perp

<decode>
on
Hostage1

4L

A
<passthru>
on
Hostage2

A

<passthru>
on
Hostage3

A4
Y

Victim
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The Challenge -

Detect Correlated Streams when
e Streams may be transformed

e No chance to examine content for correlations

.
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4 The Leverage -

e Interactive Sessions Only

e Human Factors: Maximum Tolerable Delay

e Statistical Factor: Can Detect Anomalous Traffic

14
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\ Attack Creating Anomalous Traffic
HumanO
Univ.edu Typing
<Mux>0 |
onPerp |
RandomC
<deMux>0 Junk
on0 1
Hostage1
<passthru>[
onO U
Hostage?2
<passthru>[
onO
Hostage3 X Victim
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Research Agenda

e Combine

— Anomaly Detectors

— Max Tolerable Delay
e Use Multiscale methods

e At sufficiently long scales, do correlations become visible ?

\
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Statistical Anomaly Characterization

Stream 1  Characters cq, ..., ¢, Times t1, ..., t,
Interarrival Times behave i.1.d. F'

Complementary Distribution Function: F(t) = P{T >t}

Fla) x for large x
€T ~
special for small x

F is asymptotically Pareto...

.
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\ Empirical Histogram of Inter-Click Times
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\ QQ Plot of Inter-Click Times a = 1.7

QQ-Plot (log domain)
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Foiling Anomaly Detectors —

Re-Randomizing Interarrivals

e Stream transformation maintains interarrival time distribution

while changing random details .
e Stream 2  Characters cq, ..., c,, at Times uq, ..., u,

o (u; —u;_1) ii.d. F, independent of (¢;)

e No anomaly detector can possibly succeed.

20
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Drawback of Re-Randomization —

De-synchronization

e |t, — u,| fluctuates unboundedly as n — oo
e Var (t, —uy,) > constant - n

e Lventually, will surpass Maximum Tolerable Delay

21
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Divergence of Independent Streams

¥ 10° Symbol Amival Process, Two Independent Straams
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Attempt to Avoid De-synchronization

Monoscale Decomposition + re-Shuflling

e (Create Stream 2 which
— Independent of Stream 1 at fine scales < jj.

— Maintains Synchronicity with Stream 1.
e Stream 1 gives counts N7, in dyadic intervals [k27, (k 4 1)27)
e Create Stream 2 so that N7, = N, for all j > jo, all k.

o Method: identify list of all arrivals in I, x, and select random

\

uniform arrivals in same interval.
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Shuffling 1: Multiscale Boxes

24
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Shuffling 2: Medium Scale Reshuflling

XX

X XX X X XX X XX X | XX X X X X X X X X

X X XX X X XX XX XI|X X XX X X| X X X
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Shuffling 3: Fine Scale Reshuflfling

XX

XX X X XX XXX X [ XX X X X X X X | X

X XX X X XX XX XIX X XX X X] X X
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Reshuffling @ Fine Scale
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Reshuflling @ Coarse Scale

Shuffle at Scale 3

1007 2007
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60 160
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The Reshuflling Tradeoft

e All counts NV w =N .M .. at scales > jp so measurable

correlations.
e Pick jo at fine scale — tolerable delay but high correlation

e Pick jp at coarser scale — worse delay but reduced correlation

Is this Inevitable?

29
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Formalization of constraint

1. Ni(t) = # of symbols in Stream 1 on |0, ?)
N5 (t) = # of symbols in Stream 2 on [0, )

2. Causality

Ni(t) > Ny (t)

3. Maximum Tolerable Delay

No(t+ A) > Ny(t)

.
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Formalization of Question

Do Causality & Maximum Tolerable Delay combine to imply
dependable correlation ?

?vmmw at >5m€mw-

Yes...

31
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Central Analytical Tool, 1

U = U(t) smooth & compactly supported.
Compare: ) . U(t;) with > . U(u;)

We will compare difference in these quantities with the

quantities themselves

Remark: > U(t;) = [ ¥(t)dNy(t)

(]
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Central Analytical Tool, 2

e Integration by Parts:

\eazj\e&é -~ \@&272&

_ J\@3§7;@3&

e Since | [ f(t)g(t)dt] < ||fllx - 19]loos

_\@3272%%$M.>@§&
X mG.HUA_AZH — Zwv

\

()] : t € supp(¥)
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Central Analytical Tool, 3

Conclusion:

where TV () = [ |¥'(t)|dt

We will work to control

e Size of derivative of W:
TV (W)
e Size of Counting Discrepancy:

sup {|(N1 — N2)(?)| : ¢ € supp(¥)}

i\@\&/ﬁ — \EQ:/@_ <TV(W)sup{|[(N1 — No)(t)| : t € supp(¥)}

\
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1. Causality

4 Bracketing -

Ni(t) >1 Na(t) 22 Ni(t — A)

2. Maximum Tolerable Delay

Control of Counting Discrepancy

[N1(t) — Nao(t)| < Ni(t) — Ni(t — A)

35
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Asymptotics of Extremes

Define Burst Function
Bila,b] =sup{Ni(t + A) — Ny1(t) : t,t + A € [a,b]}
Well-known fact about many counting processes Z(t):
sup{Z(t,t + A) :t € la,b]} < Op(|log(b—a)l|)
Implication for Burst

Bila,b] < O(log(b — a)) - E{Ny(t + A) — Ny (£)}

.
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Multiscale Analysis of Streams

Consider a multiscale family of ‘test’ functions W

Two options for p

b((t —0)/a)/a”

1. p =1. L' normalization, like an average.

2. p = 2. L? normalization, like an ortho-basis.

Consider dyadic family a =27, b =k - 27

Consider o' ;. = (g1, N;)

Js

How similar are «

1 2 9
ik and gy’
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Approach I: Multiscale Block Averages

e Set 9(t) = 1j9,1] & “block” indicator.
e Consider dyadic family a =2/, b=k - 2/

e p = 1, nonoverlapping blocks

bik(t) = (Lt =b)/a)/a

e How similar are Qw. ;. and Qw \%

e Strategy: estimate

. . H
— Typical size of o
1 2

— Allowable Fluctuation « ik~ Ok

38
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Typical Size Calculation — Poisson Stream

t1, ..., ty arrival times, rate A

Vara;, = Const - \/scale

Qwuw ~ A+ c¢/vscale

Allowable Fluctuation Calculation

TV (Y1) < 4/scale
Bila,a + scale] = Op(log(scale))

_wa - @ww

<<TV(¥,k) - B1]|0, scale] = Op(log(scale)/scale)

\
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Conclusion in Block Average case

® a;, ~ \*c/Vscale

1 2
¢ _@i — &k

< O(log(scale)/scale)

1 2
o o, —ajy

< |aj |, scale large.
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Approach II. Wavelets

o Set \%va — H:H\w“: — H:OL\M_. AEQQH /\/\m)\dwmﬁv
e Consider dyadic family a =2/, b=k - 2/

e p = 2, nonoverlapping blocks

bi(t) = ((t —b)/a)/a/?

e How similar are Qw. ;. and Qw \%

e Strategy: estimate

— Typical size of Qw I

— Allowable Fluctuation Qw P Qw e

.
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Typical Size Calculation — Poisson Stream

t1, ..., ty arrival times, rate A

Vara;, = Const - \/scale

Qw“w = Op(1/v scale)

Allowable Fluctuation Calculation

TV (Y1) < 4/scale

Bila,a + scale] = Op(log(scale))

_wa - @ww

< TV (¢jr) - B1]0, scale] = Op(log(scale)/scale)

\

42



IMA Math Opportunities Networks August 7 2001

-~

.

Conclusion in Wavelet case

o a;, = Op(1/Vscale)

o _wa — Qwvl < Op(log(scale)/scale)

o |, — o] < aj,l, scale large.
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4 Conclusions ‘

e Causality + Max Tolerable Delay impose Large-scale
correlations

o Next Steps
— Quantify value of these constraints alone
— Explore world w/ Anomaly Detection

— Enumerate countermeasures (chaff, etc.)

. \
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