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Modeling Internet Worms, Attacks and Defense

Motivation

Understand the threat

Evaluate defensive mechanisms

Models and actual systems

Challenging Issues

Scale of the phenomena

Appropriate real-world context

“realistic” model parameters

impact of network topologies

models of human interaction

Worm Defenses

“Passive” defense, e.g. content-�ltering, IP-address bla cklisting

“Active” defense, e.g. counter-worm
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Worm Behavior : Assumptions

Certain hosts are susceptible to being infected by the worm

An infected host attempts to infect others, by scanning

“random” generation of IP addresses to which a “probe” messa ge is
sent

The rate at which an infected host generates probes depends o n
worm, and vulnerability

Exploits that use TCP must work within its hand-shake and
time-out constraints
Exploits that use UDP may spread faster, if no handshake is
needed
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Epidemic Model of Spread

Describe dynamics using differential equations

Has been used with some success already (by others)

Baseline model
s(t ) number of uninfected susceptible hosts at time t

N s(0) , initial number of susceptible hosts

i (t ) number of infected hosts at time t . N = s(t ) + i (t )

� probes per unit time generated by an infected host

S number of IP addresses in scanned space

� = �= S scan rate between two given hosts, random scanning

d
dt

s(t ) = � �s (t )i (t )

d
dt

i (t ) = �s (t )i (t )

Also known as the “logistic equation”, with known closed for m solution.
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Example

We use the following worm as the base-line, s(0) = 380 ; 000, i (0) = 1 .
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Caveats

This model assumes that

� is independent of time, and space.

OK for relatively slow worms (e.g. Code Red, nimba).

We will deal with topological constraints later

Scanning is uniformly random

More sophisticated scanning can be modeled by making the sta te
more complex

s(t ) and i (t ) are means . No variability in this model

Early phases of worm spread exhibit high variance—coef�cie nt of
variation of number of probes to �rst new infection is approx imately

S
s(0)

We are less interested in quantitative prediction of behavior as we
are in the qualitative comparison of different worm defenses
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Figures of Merit

There are different ways of measuring the impact of a worm, an d effectiveness of
defense.

Total number of hosts infected by time Z

Total space-time product of scanning intensity over [0; Z ].

Z Z

0
� � i (t ) dt

Peak scanning intensity over [0; Z ]

max
0� t � Z

f � � i (t )g
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Passive Defenses : Content Filtering

We consider two schemes analyzed by Moore et al. “Requiremen ts for
Containing Self-Propagating Code”

Content �ltering —Idea is that worm packets look a lot alike. One can �nd
signatures based on hashes of packet content to recognize

I'm told that actual commercial products exist that do this

Our model : after a delay T0 , worm scans are recognized by packet content.
Filters at local network boundaries protect those networks . Fraction f open of hosts
have “open path” to attack still.

Phase I - the worm spreads before detection.

Phase II - the susceptible population drops from s(T0 ) to
(1 � f open ) � s(T0 ), dynamics otherwise are the same.
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Content Filtering : Effectiveness
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Passive Measures : Address Blacklisting

Address Blacklisting —likely infected hosts are added to blacklists. Fraction f open

hosts remain unprotected.

Our model :

Detection delay T0 of infected host, detection framework started at time
D 0

Phase I—original spreading dynamics

Phase II—At time D 0 + T0 blacklisting takes effect. Split populations into
that which is covered by blacklisting ( sp ) and that which is unprotected
(su ): At time D 0 + T0 :

sp (D 0 + T0 ) = (1 � f open ) � s(D 0 + T0 )

su (D 0 + T0 ) = f open � s(D 0 + T0 )

i u (D 0 + T0 ) = i (D 0 + T0 ) � i (D 0 ) (undetected infections)

i d (D 0 + T0 ) = i (D 0) (detected infections)
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Address Blacklisting Dynamics

For t > D 0 + T0

i new (t ) = �
�

sp (t )i u (t ) + su (t )[ i u (t ) + i d (t )]
�

new infection rate at t

� � sp (t )i u (t ) infection rate of protected hosts, from undetected infecti ons

� � su (t )[ i u (t ) + i d (t )] infection rate of unprotected hosts

with dynamics

d

dt
sp (t ) = � �s p (t )i u (t )

d
dt

su (t ) = � �s u (t )[ i u (t ) + i d (t )]

d

dt
i u (t ) = i new (t ) � i new (t � T0 )

d
dt

i d (t ) = i new (t � T0 )
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Address Blacklisting: Effectiveness
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Passive Defenses : Summary

Both methods require good protection coverage, and fast res ponse

Content �ltering seems to allow for a longer response time, but

Requires substantive additional infrastructure, and anal ysis of every
packet

Might be spoofed by random permutations of content

Address Blacklisting might be implemented in routers, but

Infrastructure is needed to distribute blacklist

Identi�cation issues remain

What else might one do?

Quarantine —model parameter f open largely captures the effects of
quarantine on worm spread

Instead of waiting for the worm to hit a �lter, take the battle to the
worm— active defense
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Active Defense

“Active” in the sense that the defensive mechanisms are intr usive, e.g.

Counter-worm that patches uninfected hosts

Mechanisms for suppressing infected hosts

There are legal and ethical issues involved here. However , the
owner/operator of a large network, e.g. DoD Global Informat ion Grid,
could choose to use such technology.

We'll look at active defense with different capabilities.

Most variants penetrate susceptible hosts, to patch

Any variant may, or may not also penetrate infected host

Some variants �nd susceptible and infected hosts by scannin g

Some variants backtrack to infected host

We aren't in the business of developing active defenses. We h ypothosize
about their capabilities, model and analyze their cost and e ffectiveness.
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Patching Worm

Idea of launching a worm to �ght another is not new

“Welchia” countered Blaster, mostly served as a denial-of- service
attack on both hosts and MSN patching servers

Conceivable to prepare a patching worm in advance of an actual exploit

Model : Suppose that at time T0 , I 0 instances of patching worm are run
on non-susceptible hosts

Assume that same vulnerability is exploited

Assume that scan rates identical between “bad” worm and “goo d”
worm

Dynamics—essentially a race between worms to conquer susce ptible
hosts

d
dt

s(t ) = � �s (t )( i b(t ) + i g (t ))

d
dt

i b(t ) = �s (t )i b(t )

d
dt

i g (t ) = �s (t )i g (t )
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Patching Worm–Effectiveness–Pictures
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Patching Worm–Effectiveness–Theory

You can achieve a desired level of “protection” by seeding en ough
counter-worms: In order to ultimately patch p percent of the hosts
susceptible at T0 , estimate i b(T0) from scanning data and launch

I 0 =
�

p
1 � p

�
i b(T0 )

counter worms. This means the fraction of original suscepti bles that are
patched is

p
�

1 �
i b(T0 )
s(0)

�

BUTwe've also proven that the patching worm model always has a la rger
space-time product AND peak scanning bandwidth than lettin g the
malicious worm run its course (even in the variant where infe cted hosts are
penetrated by “good worm”)

entirely intuitive—we've only just increased the number of hosts
scanning at any instance
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Reducing Impact on Network—Nullifying Worms

We have to squelsh the worm scans. Suppose a patching counter -worm could
also nullify an infection e.g.

Use a router “close” to the source to �lter an infected host's traf�c (“type
1”), or

Penetrate and eliminate malicious worm (“type 2”), use host as scanning
platform

Type 2 dynamics ( i b(t ) now refers to infected hosts that are scanning at t )

d
dt

s(t ) = � �s (t )( i b(t ) + i g (t ))

d
dt

i b(t ) = �s (t )i b(t ) � �i b(t )i g (t )

d
dt

i g (t ) = �s (t )i g (t )+ �i b(t )i g (t ) remove for Type 1 dynamics

Note that i b(t ) need not be monotone increasing anymore
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Nullifying Worms—Theory

Under identical boundary conditions, for every t the number of infected
hosts assuming a simple patching worm is at least as large as t he number
of infected hosts scanning assuming a nullifying worm.

For a type-1 nullifying worm, if number of initial counter wo rms (I 0 ) satis�es
I 0 � i b(T0 ), then the peak scanning intensity (including both worms) is less
than the peak scanning intensity of the unfettered worm.

Compare with patching worm, where I 0 � i b(t ) is necessary if
patching worm is ever to “catch up”

Postulate an ability to have a controller stop the nullifying worms from
scanning. There is then a stopping time ts that minimizes peak scanning
intensity. ts minimizes

maxf i b(t ) + i g (t ); i b(t ) + s(t )g

The optimal stopping time, ts , satis�es i g (ts ) = s(ts ).

Even so, we can lower bound the minimized peak scanning rate

s(0) + I 0

2
� i b(ts ) + i g (ts )
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Reachback

Both patching and nullifying worms �nd the infected hosts by scanning,
themselves.

Some worms have to leave a return address, e.g. TCP handshake

Suppose a host could “reach back” and nullify a worm that has r evealed
its presence by its own scans

The idea of an Address Mine�eld supposes that there are M IP addresses that,
when scanned, result in the scanning host being nulli�ed. Dy namics :

d
dt

s(t ) = � � � s(t ) � i (t )

d

dt
i (t ) = � � s(t ) � i (t ) � � � i (t ) � M

d
dt

r (t ) = � � i (t ) � M

where r (t ) is the number of worms removed by t .
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Address Mine�eld—Theory

Suppose that an address mine�eld covering M address is deployed at time T0 .
Then

If s(T0 ) � M , then the peak number of scanning hosts is i (T0 ), and i (t ) is
monotone decreasing for t > T 0 .

If s(T0 ) � M , then the peak number of scanning hosts is achieved at time
tp , where s(tp ) = M , and this peak is no greater than s(0) � M � r (tp ).

Address mine�eld attacks worm with comparatively minimal s canning

If the address mine�eld is large (implying a signi�cant infr astructure), then
shutting down the worm is a matter of fast detection
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Sniper Worms

A sniper counter worm is like an address mine�eld, but avoids the requ ired
infrastructure—grows by scanning

A nullifying worm, with reach-back when scanned itself

Dynamics

d
dt

s(t ) = � � � s(t ) � ( i b(t ) + i g (t ))

d
dt

i b(t ) = � � i b(t ) � (s(t ) � 2i g (t ))

d
dt

i g (t ) = � � i g (t ) � (s(t ) + 2 i b(t ))

A sniper worm is provably more powerful than an equivalent ty pe-2
nullifying worm, with same boundary conditions

Can introduce “stopping” time, just as with nullifying worm

Modeling Worms – p.22/31



Comparison of Active Defenses

Compare patching, nullifying, sniper worms. Percentage of infected hosts after
24 hours. I 0 = 1000
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Content Filtering and Patching Worm

24 hour span

% infections (content �ltering) minus % infections (patchi ng worm)
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Address Blacklisting and Patching Worm

24 hour span

% infections (blacklisting) minus % infections (patching w orm)
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Content Filtering and Address Mine�eld

24 hour span

M = 2 s(0)

% infections (content �ltering) minus % infections (mine�e ld)
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Address Blacklisting and Address Mine�eld

24 hour span

M = 2 s(0)

% infections (blacklisting) minus % infections (mine�eld)
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Topology

We include topology, and consider effectiveness of core dep loyment

We used an AS graph with K = 11174 ASes, and build a K � K
connectivity matrix, C(t ).

Shortest path routes established.

cij (t ) = q=100 if hosts in AS j can send q percent of worm traf�c
unblocked to AS i at time t

cij (t ) set to 0 at t if �ltering protects hosts in i from infections in j
any �lter on the path will serve
can cause “disconnect” for any other reason, e.g. worm impac t
on infrastructure

De�ne D (t ) as a diagonal matrix where dii (t ) = si (t ), the number of
susceptible hosts in AS i at time t

De�ne I (t ) to be the infection vector, I j (t ) = i j (t ), the number of infected
hosts in AS j at time t

Initial infections distributed among ASes using Code Red v2 data

Worm dynamics (content �ltering):

d
dt

I (t ) = �D (t )C(t )I (t )
Modeling Worms – p.28/31



Content Filtering, Core Deployment

We put �lters in the N c = 10 ; 30 most highly connected ASes
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RouteViews only topology overestimates effectiveness

Non-linear sensitivity to % blocked paths

Again see advantage of nullifying worm over patching worm
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Address Blacklisting, Core Deployment

Some modi�cation to matrix dynamic equations, following sc alar case

0 0.5 1 1.5 2 2.5 3 3.5 4
0

10

20

30

40

50

60

70

80

90

100

Response time [h]

%
 in

fe
ct

ed
 h

os
ts

 a
fte

r 
24

 h
rs

address blacklisting, top 30 ASes
patching worm, I

0
=1000

nullifying worm, I
0
=1000

“Response Time” means different things for blacklisting an d counter-worms

Even with an extensive coverage framework, blacklisting ne eds fast
response to identify infected hosts
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Summary

We're trying to understand the effectiveness of potential d efensives
against Internet worms

We've explored some ideas, proven some formal properties

To the extent one can draw conclusions, they might be

To effectively reduce scanning impact on network, one needs to
nullify scans at their source
turn counter-worm scans off
best if scanning is avoided altogether, e.g mine�elds

Passive �ltering technologies
need critical threshold of coverage to be effective
require substantial infrastructure

Active defenses
Have more “power” than passive when, passive is suboptimal
Leave open still the question of how to develop on zero day
attack
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