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Abstract

In this note, we describe a probabilistic attack on cryptosystems
based on the word/conjugacy problems for finitely presented groups
of the type proposed in [1]. The attack is based on having a canonical
representative of each string relative to which a length function may
be computed. Hence the term length attack.

Introduction

Recently, a novel approach to public key encryption based on the algorithmic
difficulty of solving the word and conjugacy problems for finitely presented
groups has been proposed in [1]. The method is based on having a canonical



minimal length form for words in a given finitely presented group, which
can be computed rather rapidly, and in which there is no corresponding fast
solution for the conjugacy problem. A key example is the Braid group. In
this note, we will indicate a possible probabilistic attack on such a system,
using the length function on the set of conjugates defining the public key.
Note that since each word has a canonical representative, the length function
is well-defined and can be computed. The attack may be relevant to more
general types of string rewriting cryptosystems, and so we give some of the
relevant background. Thus this note will also have a tutorial flavor.

The contents of this paper are as follows. In Section 2, we make some
general remarks are rewriting systems, and the notion of ”"length” of a word.
In Section 3, we define the Artin and Coxeter groups. In Section 4, we discuss
the classical word and conjugacy problems for finitely presented groups. In
Section 5, the Braid cryptosystem of [1] is described. In Section 6, we give
the length attack for possibly compromising such a cryptosystem, and finally
in Section 7 we draw some general conclusions, and directions for further
research for group rewriting based encryption systems.

The authors would like to thank Professor Paul Garrett for a number of
very helpful conversations about cryptography.

2 Background on Monoid and Group Based
Rewriting Systems

In this section, we review some of the relevant concepts from group theory
for rewriting based encryption. We work in this section over a monoid, but
similiar remarks hold for group based rewriting systems as well.

Let k be an arbitary field, and S = {a1,...,a,} a finite set. Let S* be
the finite monoid generated by S, that is,

St = {afflu) o '“ff"(n)}-

Elements of S* are called words. We then define the free algebra generated
by S to be

We are now ready to define precisely the key notion of rewriting system.
Let R C §*xS*. We call R the set of replacement rules. Many times the pair



(u,v) € R is denoted by u — v. The idea is that when the word u appears
inside a larger word, we replace it with v. More precisely, for any =,y € S*,
we write

Tuy — TUY,

and say that the word zuy has been re-written or reduced to zuy. x is irre-
ducible or normal if it cannot be rewritten.

We will still need a few more concepts. We say that the rewriting system
(S,T) is terminating if there is no infinite chain x — x; — 9 — - - of re-
writings. We then say that the partial ordering x > y defined by x — --- — y
is well-founded. R is confluent if a word x which can be re-written in two
different ways y; and y,, the re-writings y; and y, can be re-written to a
common word 2.

Note that if R is terminating, confluence means that there exists a unique
irreducible word, z,.4 representing each element of the monoid presented by
the re-writing system. Such a system is called complete. Given a word z € S*,
we define the length of z, to be the number of generators in 4.

Remark:

In the case of groups, the basic outline just given is valid. A key example of
a group in which one can assign a length function is the Braid group via the
results in [4]. This is the basis of the cryptosystem proposed in [1].

3 Artin and Coxeter Groups

In this section, we review some of the pertinent background on Artin and
Coxeter groups. An excellence reference for this material in [3], especially
for the Braid groups.

Let G be a group. For a,b € G we define

< ab>%=aba..., product with g factors.
For example,
< ab>%=aba, < ab >*:= abab, < ba >°:= babab.

An Artin group is a group G which admits a set of generators {a;};cr with I
a totally ordered index set, and with relations of the form

< a;a; >Mii =< a;a; >mji,
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for any 4,7 € I and with m,;; non-negative integers. The matrix M :=
[mijlijer is called the Cozeter matriz.

The Braid group, By, is defined by taking the indexing set I := {1,...,n},
and

m;; = 2 fOI"l?:—j|>1,

Miiy1 = Miy1; = 3.

Thus the Braid group B, is a special case of an Artin group defined by the

generators oy, ..., 0,, with the relations
0,0 = 005 ‘i—j|>1, i,jEI,
0i0i+10; = 0i4+1070i41-
Given an Artin group G with Coxeter matrix M := [my;];jer the as-

soicated Cozeter group is defined by adding the relations a? = 1, for 7 € I.
One can easily show them that a Coxeter group is equivalently defined by
the relations
(a,-aj)m” =1, Z,j € I, with my; = 2.
Artin groups and their associated Coxeter groups have some nice proper-
ties which could make them quite useful in potential rewriting based systems
as we will now see.

4 Word and Conjugacy Problems for Finitely
Presented Groups

Let
G:<81:825"',5n:Tla"'ark>

be a finitely presented group. Let U be the free monoid generated by s; and
57, Then the word problem is given two strings (words), u,v € U, decide if
u = v in G. The conjugacy problem is to decide if there exists a € G such
that u = ava™!, i.e., u and v are conjugates.

It is well-known that both these problems are algorithmically unsolv-
able for general finitely presented groups. However, for some very important
groups they are solvable, e.g., for Artin groups with finite Coxeter groups. In



fact, Brieskorn and Saito [2] give an explicit solution to the word and conju-
gacy problems for this class of groups. Their algorithm runs in exponential
time however. See also [7] and the references therein for some recent results
on the word and conjugacy problems for Coxeter groups.

In some recent work, Birman-Ko-Lee [4] show that for the Braid group,
the word problem is solvable in polynomial time (in fact, it is quadratic in
the word length). For another solution to this problem see [6].

At this point, there is no known polynomial time algorithm known for
the conjugacy problem for the Braid group with n > 6 strands; see [4]. This
remark is essential to the security of the Braid cryptosystem in [1].

4.1 Distance Between Words

In this section, we observe that if one can find a unique irreducible word from
which one can derive a length function, then one can give a natural distance
between words in a given group . We will see that this is the case for the
Braid group via Birman-Ko-Lee [4].

Let «, 3,7 denote words relative to a finite presentation of the group G.
Let ¢ denote the length function which we assume exists. Then we define the
distance d between the words «, 3 as

d(a, B) == L(af™).

We can easily check that d is indeed a distance function. We have the fol-
lowing:

Lemma 1 d has the following properties:
(1) d(e, B) = d(B, ).
(2) d(e, ) = 0 if and only if o = B.
(3) d(e,v) +d(v, 8) > d(a, §).

Thus d defines a distance function.

Proof. Property (1) follows from the fact that for any g € G, £(g9) = £(g™?).
Property (2) follows since

d(ar, B) = £(af™) = 0
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if and only if 37" is equivalent to null string, i.e., & = (3. Property (3) (the
triangle inequality) follows from the facts that for any elements g, h € G,

Ug) + £(h) = t(gh),

and

(ay (87" =B

5 Braid Cryptosystem

In some very interesting recent work, Anschel et al. [1] propose a new twist to
rewriting systems for public key encryption. We will first state their approach
over a general group. We should first note however that the use of the word
and conjugacy problems for public-key cryptosystems is not new. An early
reference is [9].

The general idea is as follows: Alice (A) and Bob (B) have as their public
keys subgroups of a given group G,

SA=<81y00,8, >, <tyy...tpm>.

A chooses a secret element a € S4 and B chooses a secret element b € Sg.
A transmits the set of elements a~'tq,...,a 't,,a and B transmits the set
of elements b~'sb,...,b7's,b. (The elements are rewritten is some fashion
before transmission.)
Now suppose that
@= 550" Sl
Then note that

b lab = b’lsf:;(l) e si"”@b |
- b*ls';l(l)b bilsza?(?)b e bilsla_n(n)b

= (bilsg(l)b)il <. (bilsg(n) b)Z"
(The conjugate of the product of two elements is the product of the conju-
gates.) Thus A can compute b~'ab, and similarly B can compute a~'ba. The

common key then is

a”'v"tab = [a, b],
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the commutator of the two secret elements.

Note that since the two users have the common key written in different
forms, in order to extract the message, it must be reduced to an identical
group element. For the Braid group, this can be accomplished by reducing
the commutator to the Birman-Ko-Lee canonical form [4]. In [1], the method
of Dehornoy [6] for comparing Braids is also proposed for rewriting public
elements.

The Braid group is particularly attractive for this protocol since one has
a quadratic time solution for the word problem, and the only known solution
to the conjugacy problem is exponential.

6 The Length Attack

In this section, we describe the length attack on word/conjugacy based en-
cryption systems in which one can associate a canonical representative, and
therefore a length function of the type described above. We assume that the
group G has generators ¢, ..., gy subject to certain relations. For example,
for the Braid group one can take the standard Artin generators.

The idea is that group elements with long lengths have a higher proba-
bility of forming noncommutative tangles which have a smaller probability
of combining with other factors. The particular probability will obviously be
a function of the group and its presentation. Clearly, the significant proba-
bility of factor commutation and factor annihilation seem to be a basis for a
well-constructed cryptosystem.

The remainder of this discussion will be a way of using substantial tangles
in a length attack , and calculating an upper bound for the actual difficulty of
this attack. It is important to emphasize that the ability of removing large
tangles is not a general solution to the Braid Conjugacy problem. It is a
specific attack on word/conjugates encryption systems of the type defined
above. Indeed, for such crytosystems one has the some key information
about the secret elements, namely, the factors are known and their number
bounded.

Let

a € S4=<81,...,8, >,

be the secret element. Recall that in the above protocol, a~'t,a and t,
(r = 1,...m) are publicly given. We also assume that the factors s; have
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lengths large relative to a. For given r, set
Up = a’ltra.
Then the idea is to compute

E(S;tlu,sfl),
repeatly. If K(s;-tlursfl) decreases, one has found a correct factor of a with a
certain probability which depends of the lengths £(s;) for i = 1,...,n. The
key is that the lengths £(s;) should be large. In this case, there is the greatest
probability of a tangle being formed which can be used to glean information
about a.

We can estimate the workload in carrying out such a procedure. Without
loss of generality we can assume that a is made up of n distinct factors
combined in d ways. If the length of the s; is large, then one join a small
number of these factors together to create a substantial tangle. If we include
the inverses of the generators, we should consider 2n factors. Let us call the
number of factors necessary to make a tangle k. Thus we can create (2n)*
tangled factors to try.

By trying all tangles, a pattern that there are certain factors which an-
nihilate better than others should be observed. One can do this on a single
public conjugate in (2n)* operations. This pattern can be significantly rein-
forced by repeating this n times on each public conjugate at,a . Combining
all the steps above brings us to n(2n)’c operations.

Relative to the lengths £(s;) of the generators s; (and the specific group
chosen), we conjecture that in a number of cases this will be sufficiently
reliable to removing a given s;, so that backtracking will not be necessary.
We can now do this dn times bringing the total to dn(2n)* operations.

This is polynomial to the number of different factors, and linear to the
number of factors in the public keys. This is the basis of the length attack.

In some sense, the length attack is reminiscent of the “smoothness” at-
tack for the Diffie-Hellman public key exchange system based on the discrete
logarithm [8]. In this case, the protocol may be vulnerable when all of the
prime factors of ¢ — 1 (where the base field for the discrete logarithm has ¢
elements) are small. (Such a number is called smooth.)



7 Conclusions

We have made a computation which indicates that a length attack on a con-
jugacy/word problem cryptosystem of the type defined above has difficulty
bounded above by dn(Qn)k. Given this conjecture, the only exponential as-
pect is the number of factors necessary to form a reliable tangle. To make
this secure, k£ needs to be 100 or larger.

In addition, as described, this attack does not use many tricks that one
can use in order to speed up this length algorithm by several orders of mag-
nitude. These include randomized and/or genetic algorithms which lead to
more probabilistic solutions.

It is important to note that this attack does not solve the general conju-
gacy problem for the Braid group. Indeed, in this case the factors of a are
known and bounded. In the general conjugacy problem, the number of pos-
sible factors of a is infinite. Consequently, the the conjugacy problem seems
to be much harder and not amenable to this technique. The key exchange of
the type proposed in [1] requires the factors be known and communicated,
and give the attacker far more information than is known to the general
conjugacy problem.

At this point, we are planning on statistically testing the length attack on
several groups including the Braid group and affine Coxeter groups. These
latter groups are very geometric, and may lead to much sharper bounds.
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