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About me: two hats (mathematician and computer
scientist).

Tonight’s topics t In both categories.

Bene ts: Exciting, endlessly fascinating things to
work on.

One disadvantage: Lots of really bad jokes

An exception [math joke].



But the punch line Is wrong...!

Mathematics is extraordinarily useful.



The title of this talk?

As of October 26, 2006, there were 331,000 Google hits for
\How hard can it be"

A typical example:
Thelma: | don’t know how to sh.

Louise: Well, neither do I, but Darryl does | how

hard can It be?
From the Im Thelma and Louise, 1992.



How 1s mathematics related to \How hard can it be?"

One (pleasant and satisfying) way Is to turn what seems to
be a hard problem into an easy problem.

An example: adding 100 1-digit and 2-digit
numbers by hand, I.e.,

X1+ Xp+ Xz +  + Xgg + Xq90 =77

How hard can it be??
It looks as if 99 additions are needed.



(Apocryphal?) story about Carl Friedrich Gauss
(1777{1855), one of the world’s greatest mathematicians.

Karl Friedrich Gauss.

When Gauss was seven, his teacher asked students to add up
the integers from 1 to 100, thinking that this would keep
them occupied for a while.

Gauss answered almost immediately. How did he do it?



Gauss noticed that
1+2+3+4+ +98+99+ 100 =
(1+100)+(2+99)+(3+98)+::: =
50 101 = 5050:

How hard was i1t for Gauss?

Easy: one addition, one multiplication!

He noticed the special structure of the problem
and turned a hard problem into an easy one.



An equally useful role for mathematics is to tell us that some
problems will de nitely be hard!

Classic story of the king’s favorite jester/checkers partner
whom the king wished to reward.

The jester asked the king to place 1 piece of gold on the rst
square of a checkerboard, 2 on the second, 4 on the third,
and so on.

Thinking of the rst three squares, the king said to himself,
\How hard can it be to reward my jester?"



Answer: Very hard and very expensive. ..
The king should have done the math!

The amount on square k is 2% 1, so there will be 32; 768
pieces of gold on square 16, and 1, 048;576 pieces of gold on
square 21, with 43 squares to go.

The king’s solution (much easier): banishing the jester.



Time to get serious...we can’t have a math talk without
some de nitions.

If X Is a number, and ag, a3, ..., a, are p+ 1 given constants,
ag + X + X +agx> +  +apxP

is a polynomial in x || for example, 2 + 10x + 6x3.

An algorithm Is a systematic procedure for solving a problem.

We all use algorithms every day.



Exponential growth: speaking broadly, the larger a number
gets, the faster an exponential growth function of that

number grows.

A function of the form k", where k is a xed number greater than one,
displays exponential growth as n grows ] like the growth with each
square in the number of gold pieces paid to the jester.

If n is large enough, the ratio of a polynomial in n to an exponential
function becomes arbitrarily small, even though the polynomial may be
larger for smaller n.

n n> 2N n°=2"

20 | 3:05 seconds 1 second 3:05
40 | 1:7 minutes 12:1 days 9:3 10 °
60 | 12:9 minutes | 349 centuries | 6:7 10 10




A problem is said to be in P or easy (In

theory | but that’s another talk...) If there is a
polynomial-time algorithm to solve It.

If the problem’s \size" is n, the time needed by the algorithm
to solve the problem is a polynomial in n.
P = Easy to solve

A problem is in NP if you can check the correctness
of a proposed solution in polynomial time, but it
seems to be very hard to solve the problem.

NP = Easy to check, hard to solve (as far as we know now).

[More on this later.]



Example of an NP-problem: completing a jigsaw puzzle with
n pieces.

To check whether the puzzle is completed, just check the
correctness of each piece in turn || does it match the
neighboring pieces? This is approximately proportional to n,
so it is polynomial-time and easy.

But if n is large, it is not feasible to solve the puzzle by a
\brute force" technique of examining all possible
combinations of the n pieces.



Mathematicians often contrast \brute force"...

with clever, insightful mathematicians,

like the following sample of people who will be here tomorrow
for the Blackwell-Tapia conference:






My rst (serious) example of the importance of \How hard
can it be?"

Cryptography

An overly simplistic de nition: Communicating
secrets securely.

A problem for centuries, notably in military contexts.



Caesar cipher; named after Julius Caesar, famous Roman
(100 B.C.{44 B.C))

If Caesar had anything con dential to say, he wrote it In
cipher ... by shifting the order of the letters of the
alphabet. . . to decipher these, substitute the fourth letter of

the alphabet, namely D, for A, and so on.
fubswrjudskb ¥ cryptography



Later, more complicated variation: substitution of one letter
for another rather than just shifting.

abcdefghijklmnopqgrstuvwxyz
zebrascdfghijklmnopgtuvwxy
ee at once 1 siaa zq Ibka

To break this code: use frequency analysis (certain letters
appear in English more often than others)



Some crypto terminology:

Encryption: transforming data (e.g., a message) into a form

that you hope Is impossible to understand without knowledge
of a key.

Decryption: transforming an encrypted message into an
Intelligible form.

Key: information that allows encryption and decryption.



For thousands of years, everyone believed that it was
Impossible for two people to communicate securely without a
SECRET key, known only to them and to other trusted
parties.

But there’s a big problem with a secret key: how can it be
communicated securely?

(Consider sending a password by email | de nitely not
secure!)



A giant breakthrough, seemingly miraculous at the time, that
revolutionized cryptography:

Use a PUBLIC key!
Di e and Hellman (1976); related work by Merkle
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How can this possibly work if the key is public???
Answer: Using mathematics, of course!

RSA public key algorithm, invented in 1977 by Ron Rivest, Adi Shamir,
and Len Adleman

See www.rsasecurity.com/rsalabs for a wealth of information.



Idea: each person has a pair of keys, one public (published
openly!), one private (known only to that person), and the
private key Is linked mathematically to the public key, as we
shall see later.

Note: no need for two or more people to know a secret key.

An important side comment: you are about to meet the two
most famous characters in cryptography, introduced in the
original RSA paper and featured in discussions of
cryptography in all languages.



Alice and Bob, cryptography's perennial couple, always trying to
communicate.



