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Many useful internet-based services, such as email, back-up 
storage, electronic medical records, etc., are hosted in the Cloud 
in large, expensive data centers run by major companies. Private 
outsourcing of services and computation to the Cloud is an 
important issue for sensitive data.  Many services currently rely 
on trusting the Cloud provider to maintain confidentiality of 
private data and to assure integrity of data and computation. 
Privacy loss can occur through either explicit mining of personal 
data, or inadvertent leakage, or compromising anonymity in 
databases. We will discuss solutions based on emerging tools 
from cryptography to prevent and mitigate these problems.
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The Institute for Mathematics and its Applications connects scientists, engineers, and mathematicians 
in order to address scientific and technological challenges in a collaborative, engaging environment, 
developing transformative, new mathematics and exploring its applications, while training the next 
generation of researchers and educators.
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